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What are signals?
● inter process communication
● SIGKILL, SIGINT, SIGHUP, …

Backend A Backend B

pg_cancel_backend()

StatementCancelHandler()

CHECK_FOR_INTERRUPTS()

exit()

kill(SIGINT, pid)



How do signals work?
● Default signal handlers / behaviour

– exit, ignore, dump core
– not all can be overridden

● Signals interrupt running code
● Registered handler for signal gets called
● registered with sigaction() (in postgres pqsignal)
● Asynchronous, collapsible
● http://man7.org/linux/man-pages/man7/signal.7.html
● http://man7.org/linux/man-pages/man2/sigaction.2.html

http://man7.org/linux/man-pages/man7/signal.7.html
http://man7.org/linux/man-pages/man2/sigaction.2.html






Errno



How to write safe signal handlers
● Only use async signal safe system functions

– http://man7.org/linux/man-pages/man7/signal-safety.7.html

● Ensure handler is reentrant
– Access no (as little as possible) shared state

● locks
● any data structure more complicated than a boolean

– Only call reentrant functions
● i.e. functions that only depend on data passed in as parameters

● Never block
● Use latches
● Mask signals that can’t be handled (in normal control flow or handler)

– PG_SETMASK(&BlockSig) / PG_SETMASK(&UnBlockSig)

– signals will be run once unblocked







Latches
● NOT the latches from database literature
● src/include/storage/latch.h – has a good introductory comment
● Allows to wait for:

– latch being set by signal handler / other process
– timer
– network IO (multiple connections if necessary)
– postmaster death



Common Signals
● SIGKILL – kill without chance for cleanup
● SIGSTOP / CONT – suspend, continue execution
● SIGINT – interrupt program (often quit or cancel current action)

– in postgres: cancel query

● SIGTERM – quit
– in postgres: terminate connection

● SIGQUIT – really quit (and dump core)
– in postgres: panic shutdown

● SIGABRT – dump core and quit
● SIGALRM – timer is up

– in postgres: timeout handling via src/include/utils/timeout.h

● SIGUSR1/2 – user defined
– in postgres: 1: latches, procsignals 2: autovacuum, startup process, ...
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